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Security Breaches Rising

-  British Broadcasting Corporation, 02/24/2008

Security Breaches

* 80% are accidental
* 20% are malicious

When it comes to 
resolution, there is no 
difference. You need to 
fix it and make sure it 
doesn’t happen again

* FBI & Price Waterhouse

Average Cost

$50k – external breach
$2.7m – internal breach

70% of breaches are 
internal !

“The UK's tax authority has confirmed that it 
has paid an informant for data regarding 
British citizens who have accounts in tax 
haven Liechtenstein.”

– German government reportedly paid over $6M for 
same data

- InfoWorld, 07/21/2008

“…Terry Childs, a network administrator 
employed by the City of San Francisco, was 
arrested and taken into custody, charged with 
four counts of computer tampering.”



©  Novell, Inc.  All rights reserved.3

 

Why Privileged User Management is 
Important

Security
• UNIX and Linux systems act as the backbone of many mission-critical services 
• Multiple users (IT admins, application developers and DBAs) may have full 

superuser privileges
• Most users only require limited access
• Organizations lack appropriate controls to manage user access to root 

accounts, leading to security breaches and regulatory rebuke

Cost
• Financial penalties and losses due to a security breach
• Damage to the organization’s reputation
• Erosion of customer confidence
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What is SUPM?

• Super User Privilege Management
– The process of managing access to privileged accounts, 

(such as root) to mitigate risk exposure

– User logs in with own non-privileged account
– Commands authorized before being executed remotely
– Known as ‘root delegation’

See Proprietary Statement on cover of this document

SUPM
controlled

Non-SUPM
controlled

Log in as root

Log in as userid

submit user: root
runuser: root

Command
authorization
databaseremote client

remote shell

submit user: userid

runuser: root
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Security – Needs Due Diligence

• What is it?
– Proactive checking of user activity

• Who does it?
– Internal Managers / Auditors

• What do they do?
– Sign off on activity sampled from their users

• How does this help?
– Regulatory compliance proven to external auditors

– Risk mitigation / deterrent

– Customer peace of mind
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Novell Privileged User Manager

• Control user access to root 
accounts

• Audit all user activity with 100% 
keystroke logging

• Analyze potential threats based 
on policy-based risk ratings

• Simplify audit reporting with the 
most relevant, context-based 
information

• Support compliance with internal 
policies and external regulations
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3 Step UNIX/Linux Security Solution

• 100% privileged user keystroke recording

• Automated grading of activity risk level

Step 
1

• Super user privilege management

• Real-time control and alerting

Step 
2

• Proactive compliance management

• Auditing the auditor

Step 
3
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Workflow for Due Diligence

Each event record is color-coded according to the highest rated command 
risk

User Activity
Validate and secure 
user session

Add audit group 
and risk rating

Session event and 
keystroke log

Automated rules pull 
events into Compliance 
Auditor database 
according to pre-
defined risk filters

Manager notified by e-mail 
each night of events 
waiting to be authorized

Manager logs into 
Compliance Auditor and 
authorizes events

Manager

Command Control

1 2

3

5

4

Rules
Audit
Log

Compliance
Auditor
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Auditing for Compliance

See Proprietary Statement on cover of this document

Symark 
PowerBroker Auditing

Built-in Risk Analysis Engine - 
Each event record is color-coded 
according to the highest rated 
command risk ranging from Green 
(low) to Red (high)..

Novell® Auditing
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How Would You Prefer to Administer?

See Proprietary Statement on cover of this document

Symark PowerBroker / Quest UPM / Sudo 

Novell® Privileged User Manager



Architecture
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Centralized Management

Compliance Auditing 
Databases

Privilege Management 
End-Points

Centralized Auditing

Centralized Administration

JSON API / Custom
Perl Script Modules

Heterogeneous Management

Windows Linux Windows
Server Mainframe

OS/390, Linux
Windows

Linux
Solaris

AS/400
OS/400, AIX

Linux

SUSE AIX HP-UX

Virtualized

Linux Virtualized

LinuxVirtualized

Linux
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Underlying Modular Architecture

Groups of agents can be added to 
logical domains for load-balancing, 
redundancy and traffic segregation

Audit databases can be placed in multiple 
locations for redundancy and security

Multiple Managers provide fail-over 
capability and load-balancing.Internet

Manager

Admin Interface

Audit DB

Port 
443

Web Browser
(Administrative 

Access)

Port 80
(Optional)

Agent

Port
29120

Port
29120

Port
29120

Port
29120

Port
29120

ManagerAudit DB

Agent Agent Agent Agent

Host to host communications

Agent

Port
29120

Port
29120

Port
29120

Port
29120

Port
29120

Manager

Agent Agent Agent Agent

Host to host communications
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Architectural Advantage

• Robust and scalable architecture with inbuilt 
redundancy to provide 100% availability of service

• Modular components are deployed and updated 
through management console

• Centralized management of multiple Unix/Linux 
security policies across multiple sites

• Comprehensive audit capabilities for complete 
compliance management and forensic analysis

• Novell® Privileged User Manager brings security to 
Real-Time with Actionable Risk Management



Customer Success
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Novell® Privileged User Manager 
Customers Include:

See Proprietary Statement on cover of this document
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Customer Success Stories

• Barclays
– Large environment, >4500 UNIX servers worldwide

– Replacement of PassGo/Quest UPM product

– Currently rolling out to all divisions worldwide

– Maintenance windows reduced to 12% of original

• ING (Institutional Plan Services)
– Replacement of Symark PowerBroker

– Deemed important enough to be the only capital purchase for 
2008

– Met all new auditing requirements

– Audit time reduced from 45 mins to <5 mins per session

See Proprietary Statement on cover of this document
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Customer Observations

• Fulfills all SOX requirements

• Instead of doing a validation every six seconds, it’s 
doing six every second

• Can migrate to Novell® Privileged User Manager 
gradually (will co-exist with other solutions)

• Light footprint on servers

• Superior encryption

See Proprietary Statement on cover of this document
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What Makes Novell® Privileged User 
Manager So Different?

• Scalability (thousands of hosts per framework)

• Proactive Compliance (managing due diligence)

– Color-coded Risk Analysis highlights harmful activity

• Fast Forensics (searchable user activity, log file management)

• Graphical admin (no proprietary scripting languages)

– Less administration + faster audit = ROI

• Easy Deployment (very fast, centrally managed, non-invasive)

• Technology (written from the ground up for speed and security)

• No downtime (auto failover even during product updates)

See Proprietary Statement on cover of this document
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